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1
SECURE HOME-TO-VEHICLE WIRELESS
CONNECTIVITY

BACKGROUND OF THE INVENTION

1. Field of the Invention

This invention relates generally to a method for providing
a secure wireless communications link between a personal
computer (PC) and a vehicle and, more particularly, to a
method for providing a secure wireless communications link
between a home PC and a vehicle that includes causing the
vehicle to verify that the user who is using the PC is an
authorized user.

2. Discussion of the Related Art

It has been suggested in the art that future vehicles may
include various systems that allow wireless communications
to be received from a home PC so as to allow the owner of the
vehicle, or an authorized user, to send information, data and
commands to the vehicle from the PC. For example, it has
been proposed that a vehicle owner will be able to download
digital music wirelessly from the PC to the vehicle where it
will be stored for future use. Further, it has been proposed to
wirelessly transmit commands from the PC to the vehicle to
provide various vehicle personalization and customization
settings and parameters, such as using metric or English
displays, selection of lighting features, orientation of seat
position, etc., so that the vehicle owner can provide the cus-
tomization from his/her home. Also, it has been proposed that
pre-computed navigation directions can be sent to the vehicle
from the home PC to be stored for a later trip.

In one proposed application, a user will have a wireless
access point at his home that is hard-wired to the home PC.
The user will also be able to access the internet from the PC,
through the wireless access point or otherwise. The user will
send signals and commands from the PC to the wireless
access point that are broadcast or transmitted to the vehicle
over a wireless link. The wireless transmission is encrypted at
the access point and the vehicle so as to provide a secure link
between the vehicle and the wireless access point. However,
any malicious algorithms, spyware, applications, programs,
etc. that reside on the PC, possibly from the internet, will be
outside the secure link between the wireless access point and
the vehicle, and thus may be able to access the vehicle from
the PC through the wireless access point. Consequently, a
potential problem exists where the security for transmitting
messages between the home PC and the vehicle is not robust
enough.

SUMMARY OF THE INVENTION

In accordance with the teachings of the present invention,
a method for providing a secure communications link
between a home PC and a vehicle through a wireless access
point is disclosed. The method includes providing a wireless
connection between a vehicle communications system and
the wireless access point and causing a user of the PC to
initiate a communication with the vehicle communications
system through the wireless access point so as to allow the
user to send information to the vehicle from the home PC. The
method also includes causing the vehicle communications
system to send an authentication challenge to the PC, such as
identifying a user name and password, to authorize the user to
communicate with the vehicle communications system, and
establishing a secure communications link between the
vehicle communications system and the PC if the user
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2

responds to the challenge with a correct response that has
previously been entered directly into the vehicle system by
the user.

Additional features of the present invention will become
apparent from the following description and appended
claims, taken in conjunction with the accompanying draw-
ings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG.1is aplan view of a communications system showing
a wireless link between a vehicle and a wireless access point
and a hard-wired link between the wireless access point and a
home PC; and

FIG. 2 is a block diagram of a communications system
showing a secure communications link between a vehicle
wireless connectivity processor and a home PC, according to
an embodiment of the present invention.

DETAILED DESCRIPTION OF THE
EMBODIMENTS

The following discussion of the embodiments of the inven-
tion directed to a method for providing a secure communica-
tions link between a home PC and a vehicle is merely exem-
plary innature, and is in no way intended to limit the invention
or its applications or uses.

FIG. 1 is a plan view of a communications system 10
providing a communications link between a vehicle 12 and a
home or other PC 14, where the PC 14 has access to the
internet 16. As used herein, PC refers to any computing sys-
tem a person may be using in their home, work or other
location that they may want to use to access their vehicle.
Further, PC can represent other devices suitable for the pur-
poses described herein, such as lap tops, iPhones, PDAs,
Blackberries, etc. A wireless access point 18 that will typi-
cally reside in the home is used to transmit messages wire-
lessly from the PC 14 to the vehicle 12, and receive wireless
transmissions from the vehicle 12 sent to the PC 14. The PC
14 is hard-wired to the wireless access point 18, and the
internet 16 is hard-wired to the PC 14. Alternately, the con-
nection between the PC 14 and the access point 18 could be
wireless.

As discussed above, the wireless communications between
the wireless access point 18 and the vehicle 12 are typically
secure because the wireless transmissions are encrypted.
However, programs and other applications running on the PC
14, possibly downloaded from the internet 16, are generally
free to be transmitted between the PC 14 and the wireless
access point 18, thus allowing those applications to gain
access to the vehicle 12 through the wireless access point 18.

According to the invention, a secure communications link
is provided for the complete transmission path between the
vehicle 12 and the PC 14. FIG. 2 is a block diagram of a
communications system 20 providing wireless communica-
tions between a vehicle communications system 22 and a
home PC 24, according to an embodiment of the present
invention. The vehicle communications system 22 includes
one or more electronic control units (ECUs) 26, a flexible
computing platform (FCP) 28 and a wireless card 30. The
wireless card 30 could be part of the FCP 28. The wireless
card 30 receives and processes the wireless transmissions,
which are then processed by the FCP 28 to a format usable by
the ECUs 26 on the vehicle. The wireless card 30 also formats
messages from the FCP 28 that are to be transmitted by the
communications system 22. This configuration of hardware
on avehicle for this purpose is generally known in the art. The
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PC 24 includes hardware 34 and operating systems 36 run-
ning various software programs and applications 38. The PC
24 is hard-wired to the wireless access point (AP) 32, which
is in communication with the communications system 20 over
a wireless link, as discussed above.

The wireless link between the communications system 22
and the PC 24 through the access point 32 can be provided in
any known or familiar manner where the system 22 and the
PC 24 are aware of each other and are able to communicate
wirelessly. In one non-limiting embodiment, the FCP 28 in
the system 22 will have an internet address, where the user
can open an internet browser on the PC 24, and type in the
address of the FCP 28 so as to set up a communications link
between the system 22 and the PC 24. A short-cut icon,
labeled, for example, my vehicle, or other suitable operations
can be used for this process.

Once the FCP 28 receives a message from the PC 24 that it
wishes to communicate with the system 22, the FCP 28 will
go through an authentication process where it will confirm
that the PC 24 is an authorized user. For example, the FCP 28
can require the PC 24 to identify a shared secret between the
two. Particularly, the FCP 28 can require the PC 24 to provide
a valid user name and password through an internet browser
window that has been configured by the FCP 28 and brought
up by the user on the PC 24. Alternately, the FCP 28 can issue
some other type of challenge to the PC 24 that the PC 24 needs
to answer correctly. The shared secret will probably be stored
in the system 22 directly by the user, and can be changed by
the user. By going through such an authentication step, a
secure link can be established between the FCP 28 and the PC
24 including the hard-wired connection between the access
point 32 and the PC 24. This secure link allows the user to
change various vehicle settings from a remote location. Thus,
any malicious application or program running on the PC 24
that wants to gain access to the communications system 22
will need to know the authentication sequence, such as the
user name and password in order to do so.

Through this process, it is the FCP 28 that validates the PC
24. The FCP 28 can provide configuration network pages
through which the user can provide various commands to the
vehicle 12 through the PC 24. The vehicle provides the con-
figuration file from which the user can control various vehicle
systems. Thus, it is the vehicle that controls what parameters
the user can change and limits the commands the user can
cause to be executed on the vehicle.

Once a secure communications link is established, the
options for making changes to the vehicle are only as limited
as the systems that are available on the vehicle. For example,
the user can personalize or customize various vehicle set-
tings, can download digital music to the vehicle, can down-
load pre-computed navigation directions to the vehicle, etc.

Various protocols are known in the art for encrypting wire-
less transmissions that are applicable for the purposes
described herein. In one non-limiting embodiment, the
encrypting algorithm used to transmit messages wirelessly in
this application can be the WPA2 protocol, well known to
those skilled in the art. Known wireless access points typi-
cally can have their security system turned on or off by the
user. If the security system of the wireless access point is off,
then other users can use that wireless access point for wireless
transmissions. In this situation, the present invention still
causes the transmission between the vehicle communications
system 22 and the PC 24 to be secure because it is the FCP 28
that is providing the control of the authentication process.

The present invention offers a number of advantages for
securing a wireless communications between a PC and a
vehicle. Particularly, the invention eliminates the risk for
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viruses that may reside on the home PC, provides a safer more
constrained environment because the configuration utility is
provided by and executed on the vehicle, allows the validation
process to work whether or not the home PC user has cor-
rectly configured the home wireless access point to enable
secure connections, and authenticates the user, not the PC.
Further, the method of the invention provides a well-known
interface, such as an internet browser, for the user to perform
data transfers to the vehicle, and eliminates the need for
distributing vehicle-specific software, such as CDs, that runs
in the user’s computer, which eliminates the cost of support-
ing different computers and operating systems.

The foregoing discussion discloses and describes merely
exemplary embodiments ofthe present invention. One skilled
in the art will readily recognize from such discussion and
from the accompanying drawings and claims that various
changes, modifications and variations can be made therein
without departing from the spirit and scope of the invention as
defined in the following claims.

What is claimed is:

1. A method for securing a communications link between a
vehicle communications system and a computer through a
wireless access point, said method comprising:

providing a wireless connection between the vehicle com-

munications system and the wireless access point;
providing a connection between the computer and the
wireless access point;

causing a user of the computer to initiate a communication

with the vehicle communications system through the
wireless access point;
causing the vehicle communications system to send a chal-
lenge to the computer to authenticate the user; and

establishing a secure communications link between the
vehicle communications system and the computer if the
computer responds to the challenge with a correct
response.

2. The method according to claim 1 wherein the computer
communicates with the vehicle communications system
through a web browser.

3. The method according to claim 1 wherein the computer
is a home personal computer.

4. The method according to claim 1 wherein providing a
connection between the computer and the wireless access
point includes providing a hard-wired connection between
the computer and the wireless access point.

5. The method according to claim 1 wherein the challenge
includes identifying a proper user name and password.

6. The method according to claim 1 wherein the challenge
is a shared secret.

7. The method according to claim 1 wherein the vehicle
communications system provides configuration network
pages to the computer to allow the user to make changes to the
vehicle once the secure communications link has been estab-
lished.

8. The method according to claim 1 wherein the user uses
the secure communications link to personalize and customize
various vehicle systems.

9. The method according to claim 1 wherein the user uses
the secure communications link to download digital music to
the vehicle.

10. The method according to claim 1 wherein the user uses
the secure communications link to download pre-computed
navigation directions to the vehicle.

11. A method for securing a communications link between
a vehicle communications system and a computer through a
wireless access point, said method comprising:
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providing a wireless connection between the vehicle com-
munications system and the wireless access point;

providing a connection between the computer and the
wireless access point;

causing a user of the computer to initiate a communication

with the vehicle communications system through the
wireless access point using a web browser;

causing the vehicle communications system to send an

authentication network page to the computer asking the
user for a user name and password;

establishing a secure communications link between the

vehicle communications system and the computer if the
computer provides a correct user name and password;
and

providing configuration network pages to the computer to

allow the user to make changes to the vehicle once the
secure communications link has been established.

12. The method according to claim 11 wherein the com-
puter is a home personal computer.

13. The method according to claim 11 wherein providing a
connection between the computer and the wireless access
point includes providing a hard-wired connection between
the computer and the wireless access point.

14. The method according to claim 11 wherein the user
uses the secure communications link to personalize and cus-
tomize various vehicle systems.
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15. The method according to claim 11 wherein the user
uses the secure communications link to download digital
music to the vehicle.

16. The method according to claim 11 wherein the user
uses the secure communications link to download pre-com-
puted navigation directions to the vehicle.

17. A method for securing a communications link between
a vehicle communications system and a computer through a
wireless access point, said method comprising:

providing a wireless connection between the vehicle com-

munications system and the wireless access point;
providing a connection between the computer and the
wireless access point; and

causing the vehicle communications system to verify that a

user of the computer is authenticated to communicate
with the vehicle before allowing the user to change
vehicle settings wirelessly from the computer.

18. The method according to claim 17 wherein the com-
puter is a home personal computer.

19. The method according to claim 17 wherein providing a
connection between the computer and the wireless access
point includes providing a hard-wired connection between
the computer and the wireless access point.

20. The method according to claim 17 wherein the vehicle
communications system verifies that a user of the computer is
authorized to communicate with the vehicle by asking the
user for a user name and password.
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